We proposed an adaptive steganography of an optical image using bit-planes and multichannel characteristics. The experiment's purpose was to compare the most popular methods used in optical steganography and to examine their advantages and disadvantages. In this paper we describe two digital methods: the first uses less significant bits (LSB) to encode hidden data, and in the other all blocks of n×n pixels are coded by using DCT (Digital Cosine Transformation), and two optical methods: double phase encoding and digital hologram watermarking with double binary phase encoding by using IFTA(Iterative Fourier Transform Algorithm) with phase quantization. Therefore, we investigated the complexity on bit plane and data, similarity insert information into bit planes. As a result, the proposed method increased the insertion capacity and improved the optical image quality as compared to fixing threshold and variable length method.
I. INTRODUCTION
Optical technologies have recently been employed in data security. Compared with traditional computer and electrical systems, optical technologies offer primarily two types of benefits. (1) Optical systems have an inherent capability for parallel processing; that is, rapid transmission of information. (2) Information can be hidden in any of several dimensions, such as phase of spatial frequency; that is, optical systems have excellent capability for encoding information [1, 2, 3, 4] .
In several pioneering studies [1, 2, 3] , the authors demonstrated different optical verification systems for information security applications based on optical correlations. These systems correlate two functions: one, the lock, is always inside the correlator, and the other, the key, is presented to the system by the user in the verification stage. Mostly, the systems determine whether the input is true or false by detecting the correlation peak, a higher level of security and more sophisticated services than the simple verification offered by the existing systems.
Steganography is a technique used in secret communications for protection of information and also is a type of information hiding technique focused on hiding messages which transmits by inserting secret messages to the cover message so that in contrast to the existing encryption, the existence of the inserted message cannot be determined. Therefore, the most important precondition for steganography is the imperceptibility. Because the imperceptibility at this time is greatly dependent on the amount of secret message information, the modification on cover message is also increased as there is greater insertion capacity. So the imperceptibility of An Adaptive Steganography of Optical Image using … -Jin-Suk Kang et al.
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(a) (b) Figure 1 . Scheme of LSB method: a) encoding -input image  is changed into n bits per pixel of host image in the positions described by a key. n LSB bits in the appropriate pixel of the host image  are cleare., Next these two images are combined together into encoded image ; b) decoding -n LSBs bits are extracted from appropriate pixels of encoded image  defined by a key and next folded into the decoded image .
having to hide secret messages and the capacity determining the amount of data have very close correlation with each other in steganography [5, 6] .
In this paper propose an optical steganography technique of inserting the information adjustably depending on the optical image using bit-plane and multi channel features in order to improve the BPCS (Bit-Plane Complexity Steganography) technique. To make this possible, the weight by channel and the weight by bitplane are defined to start with. Because the vision of human beings reacts more sensitively to the color tone information for the weight by channel, it is calculated using the correlation relationship on the projection signal of the color. And the weight by bit-plane is calculated using the change of image quality followed by the position of the bit-plane. Therefore, this paper proposes the optical steganography technique of inserting information adjustably to each bit-plane by channel using these weights.
The method proposed is the technique of making each bit-plane of the cover image and the secret image to be inserted into blocks to insert the secret image by measuring complexity and similarity while being able to gain an improved result in optical image quality or capacity over the existing method.
II. OPTICAL STEGANOGRAPHIC METHODS

Digital methods
1) Simple LSB method
This first most simple digital method uses less significant bits (LSB) to encode hidden data [9] . The hidden message  is divided into one, two or more LSBs of bytes describing each pixel. These bits of host image  are replaced with bits from the message (Fig. 1) . Thus the hidden image is located in the domain of image and must possess several times less information pixels than the host image. Moreover, using some parts of bytes for hiding data, the color space is smaller and the original host image has to be colored with lesser color levels. If the image should appear normal to the untrained eye the hidden data must not extend above 50% of the image file size (least significant 4 bits).
If the input image is sufficiently smaller, it can be hidden in the host image in a more sophisticated way. Only some pixels can be used for writing such data. The method of choosing these pixels can ensure additional security as it can be treated as a key without which decoding is impossible.
2) DCT based method
This method is closely connected with one of the most popular image formats in the internet -the JPEG standard and its lossy compression algorithm [8] . The decompressed image may not be the same as image before compression and changes in LSBs are expected. Therefore it is unlikely that LSB encoding would work with any lossy algorithm. Consequently a rival and more effective method was developed for work with JPEG compressed images. In this method the whole host image  is divided into blocks of  ×  pixels (in basic version n = 8). Each of them is transformed by using DCT(Digital Cosine Transformation). After that we get a block of  ×  transformation coefficients they should be quantized by dividing them by a pre-defined (in JPEG standard) quantization matrix. Next, two of them:   and   are compared and their values are exchanged or not. If we want to put 0 in such a block and      or if we want to put 1 and      then we exchange the values of these coefficients. Otherwise we do not make any changes. It is also possible to hide information  by replacing the LSB of the quantized coefficients with the bit to be hidden in an image as in steganographic tool JSteg [23] . After the completion of this process all blocks should be transformed using inverse DCT obtaining encoded image  (Fig. 2) . By this method the hidden image is located in the domain of transformation.
(a) (b) Figure 3 . Double phase encoding method scheme: a) encoding -input image  is multiplied by first phase mask  , transformed by using FT and multiplied by second phase mask , next it is transformed by using IFT, multiplied by a constant  and added to host image  obtaining encoded image ; b) decoding -encoded image  is transformed by using FT and multiplied by conjugated second mask , next it is transformed by using IFT and multiplied by conjugated first phase mask  obtaining encoded image ′  similar to the input image. Figure 2 . Scheme of DCT method: a) encoding -host image  is divided into blocks of  ×  pixels transformed by using DCT, next obtained coefficients are quantitized and with such prepared data the input image  is combined, after that all these blocks are transformed by using inverse DCT and put together into one encoded image ; b) decoding -encoded image  is divided into blocks of  ×  pixels transformed by using DCT, next the decoded image  is extracted from obtained coefficients.
Optical Methods
1) Double phase encoding
This method was proposed by [9] and is based on double phase encoding described by [10] . Encoding and decoding process is shown in Figure 3 .
The most important part of encoding is using two random phase masks. At the beginning, the input image  is multiplied by the first random phase mask . Finally, it is transformed by using inverse fourier transformation (IFT) and multiplied by a constant . An image  prepared in such a way is added to the host image . At the end of the encoding process we obtain encoded image . Thanks to using two phase masks in such a way, the encoded image has the features of white noise located in the domain of image and there is no possibility to recover the phase using appropriate algorithms. For decoding the hidden information, the encoded image should be processed in a similar way as during encoding but using the conjugated phase mask in reverse order. After Fourier transformation it is multiplied by conjugated second phase mask  and next, after inverse Fourier transformation it is multiplied by conjugated first phase mask . At the end of the decoding process we obtain the decoded image ′  nearly similar to the original input image.
2) Digital hologram with binary phase
This method was developed by [11] and bases on the concepts of [12, 13] . The encoding and decoding process is shown in Fig. 4 First, the input image  and the key image  should be encoded into pure phase image by using inverse IFTA (Iterative Fourier Transform Algorithm) with phase quantization. Next, this phase version of the input image and conjugated phase version of the key image are multiplied together and then by a constant  and added to the host image . The best results are achieved in binary phases for both (input and key) images and so the final encoded image   has the features of a digital hologram. In this method, Fourier transformation of input image is located in the domain of the host image and it can be treated as located in the domain of transformation. To obtain a decoded image ′  very similar to original input (compound of input, conjugated input and zero order diffraction) the encoded image   should be multiplied by , next transformed by using Fourier transformation and then multiplied by pure phase image from inverse IFTA transformation of key image . If an image other than the original key image is used, the decoded image will be totally different from the original input image.
An Adaptive Steganography of Optical Image using … -Jin-Suk Kang et al. . Digital hologram with binary phase method scheme: a) encoding -key image  is transformed by IIFTA to obtain pure phase image and subsequently conjugated, next it is multiplied by pure phase image obtained from input image  by using IIFTA, then after multiplication by a constant it is added to the host image  obtaining the encoded image ; b) decoding -encoded image  is multiplied by  and transformed by using FT, next it is multiplied by pure phase image obtained by using IIFTA to the key image  obtaining decoded image very similar to the original input image. 
III. THE PROPOSED ALGORITHM
The image acquisition system is to convert the analogue optical image to the digital form that then will be used for the visual and hidden RGB extraction in the following optical image processing system. And each separated R, G and B frames are made into bit-planes and the complexity of each bit-plane is calculated at this time. If the complexity of each bit-plane is calculated, the top 4 bit-planes of highest complexity are selected and at this time, each bit-plane is made into 8×8 blocks and matched in order to measure similarity with inserted secret images. Figure. 5 is the overall structure map of the algorithm proposed in this paper.
In comparison process we should use a metric for the evaluation of watermarking techniques. In Table 1 , the set of such metrics is presented. The only rigorously defined metric in Table 1 is PSNR, defined in Eq. 1. The main reason for this fact is that no reliable rigorously defined metric has been proposed that would take the effect of the Human Visual System (HVS) into account.
PSNR is provided only to give us a rough approximation of the quality of the watermark. Further levels of evaluation rely strictly on observation under varied conditions, as shown in table 1. Therefore, for strict comparison we used this metric.
Where  ×  stands for the size of compared images,   and   stands for the value of pixels of image A and B at position ,  stands for the number of bits used for coding gray levels.
The optical methods have some parameters and therefore before the comparison process we examined those methods in details. The obtained results according to parameter  (the weight) are show in Figure 6 . Lines going from top to middle show comparison of encoded and host images whereas lines going from bottom to middle show comparison of decoded and input images. Each method has different advantages and disadvantages. Firstly, the quality of the encoded image is much better for digital methods -in both cases (LSB and
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optical methods show their effectiveness. As shown on Fig. 7 , optical steganography gives better results when the encoded image is occluded or, especially, in case of noise, when digital methods are very deficient.
The following algorithm is implemented in pseudo code with comments. The actual implementation was written in Visual C++. This code works for bitmap images (or any image that has lossless compression). Compression ruins the watermarking for obvious reasons; it destroys the small changes that the algorithm makes to each pixel.
The actual loading and writing of image data is library and platform specific and is beyond the scope of the paper. This code is only for the encoding portion of the data, to decode, these steps must be taken in reverse order.
1: integer height, width; 2: 2DArray imgbuffer = LoadImage("imagefile", &height, &width); 3: // load data of our image into matrix 4: string txtbuffer = LoadText("textfile"); 5: //load the data to be hidden 6: stringofbits binarydata; 7: // the number of bits will be 8 * length(txtbuffer) 8: integer index; 9: integer x, y; 10: integer Red, Green, Blue; 11: for[index = 0; index < length(txtbuffer) This code reads two files from the disk: the document that needs to be hidden and the optical image that will serve as the hiding place. The document that was read from the disk is then converted into the 8 bit binary equivalents each character's ASCII value. For example: the letter A is found in the document; that is 97 ASCII which is 01100001 binary. Once all of the characters in the document are converted to binary, the image's color values are read into a matrix that corresponds to each pixel in the image. The algorithm modifies the least significant bit of each pixel containing red, green and blue values. Each pixel in the image matrix is modified until all of the document data is hidden. The data we are encoding is the first three bits of the capital letter A: 011.
The encoding would make the values change in this order 11111111 becomes 11111110 11111111 stays as 11111111 11111111 stays as 11111111
And the resulting color triple is 254,255,255 which is a shade of white that has an indiscernible difference compared to the previous color. What this means is that the optical steganography Image will look nearly identical to the original image. Once all this data is encoded into the image data in memory it is written back to disk with the hidden data.
This algorithm does not add a tag to show the reverse steganography algorithm where to stop and start. This would be necessary so that junk data is not extracted from the file. This algorithm does not verify the size of the document data and the image data. The max character data that can be stored in the image is:
((Length * Width * 3)/8) -(SIF).
Where Length and Width are in number of Pixels and SIF is the length in characters of the signature files appended to the data that needs to be hidden. If this is not checked errors can and will occur in the encoding and decoding of data. The things mentioned here were not implemented for one of two reasons. The first reason being the fact that some of the image saving and rewriting is far too operating system/library dependent to be included in the pseudo-code; meaning it would be cumbersome and unnecessary to include this code. Secondly some of the code was excluded because it was not the core part of the algorithm and the actual implementation of the code left out could easily be implemented in a variety of ways. ① Compress, encrypt and then hide data. This adds two layers of protection. The file name could provide the decryption key. While this method may not be perfect, it provides an additional layer of obscurity. ② Use the last two bits of every color value, resulting in greater image distortion but also a greater amount of data stored in the image. This would allow 6 bits to be stored per pixel instead of three.
When implementing the signature information make it variable so that someone cannot randomly look through images for hidden data. Only the persons that watermarked the image would have a clue where the image data stopped and started.
IV. EXPERIMENTATION AND EVALUATION ANALYSIS
In this paper, the change of image quality and the insertion capacity have been tested using a permanent threshold of BPCS and adjustment threshold by bit-plane depending on the proposed channel. Also, the insertion capacity and image quality of the cover image were measured and tested using a similarity measurement in which the complexity of the optical image bit-plane and value of average absolute error have been used. For the experiment, the standard color images of 512 × 512 (786,432 byte) have been used and inserted information was tested with text and various images. Fig. 8 is the comparison of each channel after inserting same capacity using the proposed adjustment threshold and insertion threshold for each complexity of BPCS. In the proposed adjustment threshold method, the blue channel had relatively low PSNR compared to other channels. For the BPCS method, the PSNR of each channel was higher than the proposed method as the result of inserting to the block with complexity of 0.2 or less. However, we could see that the PSNR of each channel goes down rapidly in case of inserting information into 0.2 or greater. But for the optical image, the image cannot be judged only with PSNR by each channel. Furthermore, Figure 9 is Lena Stego image which is the result of Figure 8 As the result, the degradation of image quality has occurred relatively more frequently at flat areas of face and shoulders than the proposed adjustment method of figures 9(e), (j). Also, Figure 9 (d) is the result of using an insertion threshold of 0.2 or greater. As the result, the degradation of image quality has occurred relatively more frequently at the border section around the pupils of eyes than the proposed adjustment of Figure 9 (e). As the result of the experiment, we could see it also had influence on the channel in which information is inserted due to characteristics of the color. This shows that while the PSNR of the blue channel was relatively low in the proposed adjustment method, it is hard to recognize the difference of image quality degradation for the blue channel. Therefore, we could see that human eyesight had lower sensitivity for the blue channel than for the red or green channel. Table 2 has inserted the same capacity for each cover image using the conventional BPCS method and the proposed technique. About 44% on the average has been inserted to the cover image of the experimental result. The green channel has improved the image quality by average of about 4[dB] in the method using an adjustment threshold by channel compared to the BPCS method.
Estimation of image quality using insertion threshold value by each complexity of BPCS
Image inserted and estimation of image quality
As the result, red and blue channels have improved the image quality by an average of about 2[dB], 3[dB] and the as the result of the experiment, the method proposed in this paper doesn't show much change of image quality even if the capacity of the secret message becomes greater in contrast to the existing method using permanent threshold or adjustment method using variable threshold.
We confirmed that while permanent bit-plane is used or the actual image quality of the image creates serious image quality degradation, as the capacity of secret data being inserted, becomes greater in the existing spatial bit-plane insertion method. The reason is the blocks between the cover image and secret image are inserted a 1:1 ratio, at a most similar location in the method proposed in this paper. By measuring similarity of each block and the existing algorithm method, we cannot find much degradation of image quality and rather had less serious degradation of image quality, as the similarity of cover image bit-plane is greater and the image is more secret in general.
V. DISCUSSION AND CONCLUSION
In this paper, the adjustment threshold has been calculated on optical images using characteristics of bit-plane and multi-channels while applying this to propose an optical steganography method. The existing BPCS method had applied permanent threshold regardless of the channel and bit-plane. As the result, it is hard to find the optimum insertion threshold value depending on the amount of information to be inserted. Also, as a result of using same permanent threshold value for color channels, we could see the difference in degradation of image quality on optical stego image in which the information is inserted.
Therefore, the proposed research is to solve the problem of the permanent insertion threshold value applied to optical images, improve image quality and to increase the information inserting capacity.
To solve this problem, the adjustment threshold values have been applied for each channel by considering the characteristics of RGB channels and bit-planes of the optical image. While the existing optical steganography method uses permanent threshold value or inserts secret messages, there is greater degradation of image quality as the capacity of secret message.
In this experiment, the image quality and insertion capacity have been tested by applying the BPCS method and the proposed method to images such as Baboon and Lena, etc of 24 bits. The average of about 44% the capacity of the cover image has been inserted in order to evaluate the image quality by channel. As the result, the proposed method has improved the image quality by about 2~4[dB] on the average. Also, the insertion capacity has been evaluated when the image quality of stego image was about 34[dB] on the average. As the result, about 36.5% of the cover image has been inserted in the BPCS method and about 41.9% on the average has been inserted in the proposed method. Therefore, the proposed method has increased the amount of insertion by about 5.5% on the average above that of the BPCS method.
